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There are 7.1 billion people on the planet,
..there are 7.4 billion active mobile phones

1.4 billion profiles worldwide

300m photos uploaded every day facebook
770 million users worldwide
I billion tweets every two days

300 hours of video posted every minute
4 billion videos watched every day

'500 million users worldwide @
34 billion messages sent every day Whitas

} When should | report to CEQP...? r

If you are being asked to
do something e 2%
that makes you P
feel uncomfortable

If someone is being
insistent on

meeting up

Someone acted
aggressively or
threatened you

online, or another child
you know

Maybe inappropriate
chat messages you are
receiving

REPORT
ABUSE

‘Animal Magic’

“When we change how
we cOmmunicate,

we change society”

(Clay Shirky)

CEoP

www.ceop.police.uk  www.thinkuknow.co.uk

Child Exploitation Online Protection Centre

REPORT
ABUSE

CEOP receives on average 50 reports a day

There are education programs for all
primary and secondary year groups,
including age-appropriate films to show the children.

‘Exposed’
11-18 yr olds

2-8 yr olds 8-11 yr olds

UK average age - first mobile phone : 9 years
81% of UK’s teenagers own a smartphone



Welcome to CEOP's Thinkuknow
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REAL FRIENDS

It's easy to draw a picture of an
offline friend, but you don't always
know who an online friend is.

Always talk to
your parents
about fnends

a.;g Never give out your Top Secrets

R —
Keeping ourselves safe...Rofl says...

Keep your
personal
information
personal!

o~
{ 7 Keeping ourselves safe...Iggy says...

NICE

Be nice to your

friends online, just
as you are offline.

a’& Keeping ourselves safe...Waldo says... ‘

ﬂs&
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FITEDWET

If you get stuck,
or anything online
upsets you, talk to
your Mum, Dad or
another adult.



What else do CEOP say...?

J@] “We are police officers. We take all of
this very seriously”.
“Best to use your parent’s email
address if you sign up for something

new".

ourselves safe
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Check with your b

parents before D “Don’t tell people who you are - use a
you downlioad 4l fun nickname instead”.
anything new.

Soma apps and gamas may
cost monay, or may not B
},’:;_u_n' for VOu, YOur © -_un'mh:(
Or youlr phone,

B

Education Child Protection Ltd,

“If someone or something makes your

tummy feel funny, tell an adult you
trust, or CEOP....”.

Education Child Protection Ltd
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They have no direct chat, but the forums are very popular,
especially as children get older...
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In chats, Moshi Monsters not only use a ‘blacklist’, but a ‘whitelist’...
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Live Streaming
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‘~~ Social Networks

You Now m~aa
Twitch Tap ‘Go Live’ and Periscope Meerkat
Twitch is a live video you're on! Broadcast Periscope is a live Meerkat is a live- met
game website. You can to a live audience, video streaming app. streaming app where
watch playbacks of expand your social Allows you to send streams are pushed to me \';
games being played by media following, direct live video feeds followers in real time
other people. You can comment on videos to your Twitter via push notifications.
also live stream your and buy virtual gifts followers Everything is live.
own games, and chat Offers a leader-board i 'hm!*
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Online sexual abuse is commonly conducted
via webcams, instant messenger applications
(such as Skype) and social networking sites

A children’s charity
carried out a sting,
posing on video chat
Camputergenarated ‘Sweete’ calches rooms as "Sweetie",
oillng procsbore a 10-year-old Filipino
girl. Some 20,000 men
contacted her, with
1,000 found to have
offered her money. The
names of these men -
including 110 Britons -
were passed to police.

How do offenders engage youngsters?
- by using the sites that they use....

Research suggests that
a quarter of victims
online are boys.
Often posing as
AN s a child of the same age / gender.

. . They will often purposefully present a very
A video Cllp from C.E.O.R similar profile as the child.

which illustrates the vulnerability They are skilled at manipulating them into
Of children on the internet criminal sexual relationships




Online grooming: The five stages

Flattering a child

into talking in a private
chatroom/game where
they will be isolated

The child will often be
asked for a non-sexual
picture of themselves

Online grooming: The five stages

Asking the child about

the location of their
computer/tablet and who
else has access to it

in order to assess the risk of

being detected. The desire is to
create situations where

they are alone together

to help reinforce a
special connection

Online grooming: The five stages

Engaging the child in
explicit conversations

& requesting sexually
explicit pictures from

them

At this stage the predator
will usually try to

arrange a meeting
with the child

Online grooming: The five stages

Gaining information

asking the child what problems
/needs they have to create the
illusion of being their

best friend and that they can help

They begin to fill the needs of the
child

Online grooming: The five stages

Building up a sense of
mutual love and trust
with the child

suggesting that they can
discuss "anything”

Vo

‘{? 91% of children aged 2 - 17 play video games

Parents don’t
see these
devices as

‘computers’,

and children
don’t see

gaming as an
issue
ie. Sharing
personal
information
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Breck Boednar murder: Lewis Daynes
soentenced to life In prison
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Children who post or send indecent images of
themselves online are very easily

blackmailed / exploited - as young as EIht years old
40%
13-18 yr olds &
admitted to

SEXTING

admitted to
seeing images
of others

‘Kids ‘sext’ to.....show off, to entice someone, to show
interest in someone, or to prove commitment.’

By creating, sending or possessing indecent pictures of a

person under 18 you are breaking the law.
(Protection of Children Act 1978 / Criminal Justice Act 1988)
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Head teachers to report parents 1o police
and soclal services if they ket thedr childr
play Grand Theft Auto or Call of Duty
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S-Start
T-Telling

Save the
evidence

Be aware ’
of what Try not to

you share respond

Block the
Bully




Language Children

Use Online..

Stay calm o) ‘Age, Sex, Location’

Listen without judging

cyberbullying

Tell them you can help

POS or ‘Parent over
——— Shoulder’ or ‘Mum

MOS over Shoulder’

*raise them for talking to you 3 [

Keep the evidence

Block the bullies

‘In Real Life’ or
‘Let’s Meet in
Real Life’

Ask them not to reply

Making things safer.... 2 Making things safer.... -
Screen Time
NeLNanny McAfee O

>}
An Intel Compary
L e IkTalk MobileSafe™

i D o, Youir phone Ryour farmiy for free

Parental Controls

MMGuardian

e R e

Parental controls for tablets / smartphones are
accessing certain sites - but they are not a available too - as always, try them and see
completely full-proof system J . which works best for you and your family

[ Making things safer.... [V (V1| TuhE

Making things safer....
GO . nge Stap 1 - Go to safety prefarences Branders: Yowsclf®
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Xbox 360
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S«t a Comacle Safuty Passcode ‘

Simple checklist for parents:

I have visited www.thinkuknow.co.uk with my child
(I have bookmarked the CEOP website and told my child
what is there)

Open and honest dialogue - show an interest and learn
about what your child does online

Phone chargers / Wi-Fi - staying in control!

to - without being chastised...

Education is better than saying to your child
“you are not doing this anymore...”

Education Child Protection Ltd.

PlayStation N

Restrict game content

A PlayStation

E-Safety for parents

Luke Brent-Savage
Education Child Protection Ltd.
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